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1 OO01me cBegeHus

1.1 HaumeHoBaHHe IPOrpaMMHOIo odecrne4eHus

[Tonnoe naumenosanue [10: Enunas undposas mnatpopma.JIMC 2.0.
Kparkoe nanmenoBanue [10: ELIT.JIVC 2.0.

VYcnoBHoe 0003Hauenue: "I10".

1.2 Haszuauenmne 11O

1O nanpasneHo Ha:

- COBEpIICHCTBOBAHWE OpraHU3alMU JIeyeOHOro Iporecca ¢ NPUMEHEHHUEM COBPEMEHHBIX
MH(POPMAIIMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTUH;

- obecrieueHue aBTOMATH3UPOBAHHOTO YIPaBJICHUS Je4eOHO-TMarHOCTHYECKO
JeATeIIbHOCTBIO;

- o0ecrieueHHE OCHOBHBIX TEXHOJIIOTHYECKUX MPOIECCOB JIAOOPATOPHOMN CITY>KOBI.

Llenpto 1O sBnseTcs obecrieueHHe HMHTETPAIMOHHOTO OOMEHAa CBEICHHMSMH JUIS TIOJy4CHUS

3aKJIFOUCHHS O MOTEHIMAIBHON PE3UCTEHTHOCTH OOHAPYKEHHOTo OaKTepUabHOTO/TPUOKOBOTO areHra K

MEPEYHI0O aHTUMHUKPOOHBIX TpernapaTroB, B 00beMe (yHKIMOHAIBHBIX TPEOOBAaHUI, MPEICTABICHHBIX B

o 2.2.1.1.

1.3 ITepedyenb 10KyMeHTOB, KOTOPBIM cooTBeTcTBYyeT 1O

Buenpsemoe I10 B o6beMe (HyHKIIMOHATIBHOCTH, IEPEYUCICHHOM B 1. 2.2, yYUTHIBAET MOJIOKEHHS
CIIEAYIOIINX TOKYMEHTOB!

-  @enepanbHblii 3akoH oT 27.12.2002 Ne 184-®3 "O TexHHYECKOM peryaupoBaHuu’ (c

M3MEHEHUSIMU U JIONIOJTHEHUSIMH );

-  ®@epepanpHblii 3akoH oT 27.07.2006 Ne 149-®@3 "OO6 wuHdpopmauuu, HHPOPMALMOHHBIX

TEXHOJIOTUSX U O 3aIuTe HHpopMau" (C U3MEHEHUSIMH U JONOJTHEHUSAMH);

-  @enepanbHblif 3ak0H 0T 27.07.2006 Ne 152-®3 "O nepcoHanbHBIX JaHHBIX" (C U3MEHEHUSIMHU

U JIONIOJIHEHUSIMU );

- @enepanbhblii 3akoH 0T 06.04.2011 Ne 63-D3 "O06 s1exkTpoHHON noanucu" (¢ U3SMEHEHUSIMHU U

JOTIOTHEHUSIMH );

-  ®DepepanpHbiil 3akoH 0T 21.11.2011 Ne 323-@3 "OO6 ocHOBax OXpaHbl 3A0POBBS TpaXJIaH B

Poccuiickoit @eaeparnun (c U3MEHEHUSIMH U JTOTIOJTHEHUSIMH );



- Vka3 Ilpesugenta P® ot 06.06.2019 Ne 254 "O Crparerun pa3BUTHS 3paBOOXPAHEHUS B
Poccuiickoit denepanuum Ha nepuoa 10 2025 roga" (¢ U3BMEHEHUSIMU U IOTIOJIHEHUSIMU );

- nocranoBieHue IlpaButensctBa P® ot 08.09.2010 Ne 697 "O enuHoil cucreme
MEXBEJJOMCTBEHHOT'O 3JIEKTPOHHOT'O B3aUMOAEUCTBHA" (C U3MEHEHUAMU U JIONIOJHEHUSAMN);

- mnocranosieHue [IpaBurensctBa PO ot 01.11.2012 Ne 1119 "O6 yTBepkaeHuu TpeOOBaHUMA K
3alIUTe NEPCOHANBHBIX JaHHBIX NPH UX 00paboTKe B MH(OPMAIIMOHHBIX CUCTEMAX MEPCOHATIBHBIX
JaHHBIX";

- mnocranoBienue IIpaBurensctBa PD ot 25.08.2012 Ne 852 "OO6 yrBepxknenun IIpaBun
UCIIOJIb30BAaHUSl YCWJIEHHOW KBAJU(HUIMPOBAHHOW 3JIEKTPOHHOW MOANUCH IpH OOpallleHHH 3a
HOJy4eHHUEM T'OCYAApCTBEHHBIX U MYHUIMNAJIBHBIX YCIYr U O BHeCEHMM M3MeHeHus B IlpaBuia
pa3pabOTKHU U YTBEP)KICHUS aIMUHUCTPATUBHBIX PErJIaMEHTOB MPEA0CTABIEHHS TOCY1aPCTBEHHBIX
yciyr" (¢ U3BMEHEHUSIMU U JIONIOJTHEHUSIMH );

- mnocraHoBieHue IlpaButensctBa P® or 12.04.2018 Ne 447 "O6 yrBepkaenuu IlpaBun
B3aUMOJICHCTBUS MHBIX MH()OPMALMOHHBIX CHCTEM, IpeIHa3HAuYE€HHBIX I cOopa, XpaHEeHUs,
0o0pabOTKM M TMperocTaBieHUs HWHGPOpPMAlMK, Kacarollehcsl MAeATeNbHOCTH MEIUIMHCKUX
OpraHu3aliii W TPEJOCTABIIIEMBIX MMH YCIYT, ¢ WH(GOPMAIMOHHBIMH CHCTeMaMH B cdepe
3/IpaBOOXPAHEHUS U MEIULMHCKUMU OpraHu3alusIMu” (C U3MEHEHUSIMU U JOMIOJIHEHUSIMU );

- nocraHoBieHue llpasutensctBa P® ot 09.02.2022 Ne 140 "O emuHO#l rocynapCTBEHHOU
UH(POPMALIMOHHOM cucTeMe B cepe 31paBooxpaHeHus" (¢ UBMEHEHUSMHU U JIOTIOJTHEHUSIMHU);

- pacnopsokenue [lpaBurensctBa PO ot 16.08.2024 Ne 2214-p "O6 yrtBepxkaenuu Ilnana
meponpustuii Ha 2025 - 2030 rompr mno peanuzanuu CrpaTeruu NpeAyNpexACHUS
pacrpocTpaHeHUsI aHTUMUKPOOHOM pe3ucTteHTHOCTH B Poccuiickoit denepanuu Ha nepuoa a0 2030
roga";

- mnpuka3 MunkomcBs3u Poccun ot 23.06.2015 Ne 210 "OO yrBepkaeHun TexHHYECKHX
TpeOOBaHUN K  B3aUMOJEHCTBHIO  HMH(OPMAIMOHHBIX CHUCTEM B  E€IUHOH  cHucTeMe
MEXBEIOMCTBEHHOTO 3JIEKTPOHHOT'O B3aUMOJIEHCTBUSA" (C U3MEHEHUSIMH U JJOTIOJIHEHUSIMH);

- npuxkaz3 MunszapaBa Poccun or 24.12.2018 Ne 911n "OO6 yrtBepxkneHun TpeOoBaHUil K
rOCyJapCTBEHHBIM HH(GOPMAIIMOHHBIM CHUCTeMaM B cdepe 37paBOOXpaHEHUs CYOBEKTOB
Poccuiickoit ~ ®epepanuu, MEIUIMHCKAM  HH(QOPMALMOHHBIM  CHUCTEMaM  MEIUIIMHCKHUX
opranu3anuii 1 nHGOPMalMOHHBIM cUCTeMaM (hapMalieBTHUYECKUX OpraHu3aiuil";

- mpuka3 Munsznpasa Poccun ot 18 mast 2021 r. Ne 464n "OO0 yrBepxkaenuu [IpaBun npoBeneHus
1a00paTOPHBIX MCCIICIOBAHUN".

TpeboBaHus K aBTOMAaTH3aIMM, OMUCAHHBIE B TEKYILEM paszfielie, paclpoCTPaHSIIOTCS B o0beMe

(byHKIMOHATBHBIX TPeOOBaHUH, yKa3aHHbIX B 1. 2.2.



2 TpeodoBannsi K QyHKUMOHAIBbHBIM BO3MOxkHOCTSIM CITIO

2.1 Hepeqenb MOoACUCTEM, UX HASHAYCHHEC U OCHOBHBIC XapPaAKTCPUCTUKHU

B pamkax okasaHMs YCIyr IO HACTOSIIMM TEXHHYECKHM YCIOBHSM IEpeJaroTcs IpaBa
UCTIOJIb30BaHUS CIICIUATM3UPOBAHHOTO MporpaMmMHoro obecrieuenus (nanee — CIIO) mis crnemyrommx
(GYHKIIMOHATIBHBIX MOJTYJICH:

- moxcucreMa "Jlaboparopnas nHpopmanmonnas cucrema" 2.0.5:

- Moxyns "APM Gakrepuosnora” 2.0.5.
- moacuctema "JlabopaTopHas uHpopmanronHas cucrema" 2.0.5 1.

- moaynsb "Jlaboparopusie uccienoanus” 2.0.5.

2.1.1 Ha3Hnauenue moacucrem

[Toncucrema "Jlaboparopuas wunHpopmammonHas cuctema" 2.0.5 B wactm wmomyns "APM
OakTepuosiora" mpeAHa3HA4YeHA I pabOTHl ¢ 3asBKaMU HA MHUKPOOHMOJIOTHYECKHE WCCIICOBAHHUS
(BKJIFOUAs ONIPEICIICHUE YYBCTBUTEIBHOCTH K aHTHOMOTHKAM ).

[Toncucrema "JlaGopatopnas wuHpopManmoHHas cucrema" 2.0.5 1 mnpenHa3sHadeHa s

ABTOMATHU3AINH JICSITEIIbHOCTH J1a00paTOPHBIX CITYXkO.

2.2 TpeOoBaHus K PYHKIMOHAIBHBIM BO3MOKHOCTAM
2.2.1 IMoacucrema "JlaGoparopHas nngopmannonHas cucrema' 2.0.5
2.2.1.1 Moayas "APM 6akTtepuodiora’ 2.0.5

Baenpsiemast pyHKIIMOHATBHOCTD:

- Cucrema no3BoJisleT aBTOPU30BaHHOMY I10JIB30BATENIO C TPYIIIaMU ITpaB JocTyna 'Bpau" ninu
"3aBenyronmii maboparopueit” APM Oakrepuonora BaJuAMPOBaTH 3aKIOYEHHE 00
YCTAQHOBJICHUM KAaTE€rOPUU UYBCTBUTEIBHOCTH K aHTUMHMKPOOHBIM IperapaTtam, MoJlydeHHOe
n3 UC AGuorpam.

- Cucrema o3BoJisieT aBTOPU30BAaHHOMY I0JIB30BATEIIO C IPyNIaMu Ipas Joctyna "Bpau" umu
"3aBemyronuii mabopartopueit" APM OGakTeprosnora BEIOUpaTh OT/AEIbHBIE TEKCTOBBIE OJIOKH,
BXO/ISIIIME B 3aKJIIOYEHHE 00 YCTAaHOBJIEHUH KaTETOPUHU YyBCTBUTEIBHOCTH K aHTUMUKPOOHBIM
npenaparam, mnoinydeHHoe u3 HMC  AOuorpam U BKIIOYaTh HUX B IPOTOKOI
MUKpPOOHOJIIOTMYECKOT0 HCCIIeI0BaHUSI.

- Cucrema mo3BOJISET IIOJIH30BATEITIO YKa3aTb MECTO B3ATUA MaT€pHUaa.



Mecto B3dTHSI MarepHaja COOTBETCTBYET 3HAYEHHUIO CIpaBouHHMKa "denaepanbHbId

CIPAaBOYHHK JIAOOPATOPHBIX HCCIIEAOBAaHUM. YTouHeHHe MecTa B3situa Mmarepuana" (OID:

1.2.643.5.1.13.13.99.2.1064) ®P HCU.

Cucrema Mmo3BOoJIsSET MOJIH30BaTEII0 YKa3aThb JIOKYC I/IH(beKI_[I/II/I.

CnpaBounuk "JIokyc nHpEKIHH" CONEPKUT CICTYIONTUH HAOOp 3HAUCHUIA:

WNuTpaadbaoMuHambHas;
JpIxaTenbHas cUCTEMA;
MoueBblIeIUTENbHAS CUCTEMA;
[Tonosas cucrema;

Koxa u Msarkue TkaHu;

Kocrtu u cycrassi;

Cepaue u opraisl CpeIOCTEHHUS;
KpoBb 1 KpoBeTBOpHas cUCTEMA;
[leHTpanbHas HEpBHAs CUCTEMA;
[InmeBapurenpHas cucTeMa;
JIOP opransr;

['na3 u npunatku riasa;

I1nox 1 000J10YKH I1JIONA;

JIpyroe.

Cucrema IMO3BOJISICT ABTOPU30BAHHOMY  IIOJIB30BATCIIIO C rpynnoﬁ npaB O0CTyIla

"3aBemyromuii maboparopueit" APM Oaktepuonora co3gaTh MOJTB30BATENbCKUI TaKeT

CBA3aHHLIX MUKPOOPTaHU3MOB 1 aHTI/IMI/IKpO6HI>IX mpernaparosB.

[TakeThl CBA3aHHBIX MUKPOOPTraHU3MOB U aHTUMHUKPOOHBIX IPENapaToB COAEepKAaT CIECYIOMUN

Ha0op MmapaMeTpoB:

HaUMEHOBaHME BHUJA WM poja OakTepuil B COOTBETCTBUM CO CHPABOYHHUKOM
"denepanabHbIl CIPABOYHUK J1a0OpaTOpHBIX HccienoBaHuil. CrnpaBoyHMK Oakrepuid”
(OID:1.2.643.5.1.13.13.11.1087) ®P HCU;

HaWMEHOBAaHHE BH/Ia UJIM POJia TPUOOB B COOTBETCTBHH CO CIipaBOYHUKOM "DenepanbHbIid
CIpaBOYHHUK JabopaTopHbIX HccienoBanuil. CmpaBounuk r1pubos" OP HCHU
(OID:1.2.643.5.1.13.13.11.1088);

HAaUMEHOBaHHE aHTUMHUKpPOOHOTO TMpernapara B COOTBETCTBUM CO CIIPAaBOYHHUKOM
"AHTUMUKpPOOHbIE  Mpenaparbl, KOTOpPbIE  HCIOJNB3YIOTCA S ONpEJeNIeHUs
gyscTBUTENbHOCTH" ®P HCU (OID: 1.2.643.5.1.13.13.99.2.1095);

NyTh BBeIEHHUS (C BO3MOXHOCTHIO MHO>KECTBEHHOIO BBIOOpa) B COOTBETCTBUHU CO

CIIPAaBOYHUKOM " JIONOJTHUTENbHBIE XapaKTEePUCTUKU pu ONIPEACIICHUU



YyBCTBUTEIBHOCTH K  aHTUMUKpOOHBIM  mpemapatam”  @®P  HCHU  (OID:
1.2.643.5.1.13.13.99.2.1131);

-  HAMMEHOBAHUE CTaHJapTa B COOTBETCTBUU CO CIPABOYHUKOM "CTaHIApThl ONPEEIICHUS
YyBCTBUTEILHOCTH MHUKPOOPTaHW3MOB K aHTHOakTepuaibHbIM mpernapatam”" ®P HCHU
(OID: 1.2.643.5.1.13.13.99.2.1120);

- METOJ| OIpEIENIEHUs] YYBCTBHUTEIHHOCTH B COOTBETCTBHHM CO CIEAYIOIIMM HabOpOM
3HA4YCHUI:

- MIIK;
- M
- SIR.

- Cucrtema mo3BOJIIET HCIIOJIb30BaTh HOPMATHBHBIN IAKET CBSI3aHHBIX MHUKPOOPIaHU3MOB U
AHTUMHUKPOOHBIX IIpenaparos, COOTBETCTBYIOIIUI CIIPaBOYHUKY "ITapameTpsl
YyBCTBUTEIBHOCTU K aHTUMUKPOOHBIM Iipenapatam” (OID: 1.2.643.5.1.13.13.99.2.1093).

- IIpu BbIOOpe noab30BaTeNEeM MHUKPOOpPraHum3Ma Juid aHaiu3a, CuctemMa aBTOMAaTHUECKH
CBSI3bIBAET €0 C AHTUMHUKPOOHBIM IpEnapaToM M JPYTUMH IapaMeTpaMu B COOTBETCTBUHU C
3apaHee BBIOPAHHBIM IOJIb30BATEILCKUM JTHOO HOPMATUBHBIM IIAKETOM CBSI3aHHBIX

MHUKPOOPTIaHW3MOB M aHTUMUKPOOHBIX MTPETapaToB.

2.2.2 Iloacucrema "JlaGopaTropHasi ungopmanuonHas cucrema' 2.0.5 1

2.2.2.1 Mopnyas "JladopaTopusblie ucciaenosanus' 2.0.5

Buenapsemas GpyHKIIMOHATBHOCTS:

- Cucrema 1o3BoJIsIeT BECTU MOJIb30BATENbCKUE TPYIIIBI HCCIIEI0BAaHUI.
[Tonp3oBaTenbckas rpymnmna ucCiaeJOBaHUN CONCPIKUT:
-  HaWMEHOBAaHME IPYIIIbl UCCIET0BAHMI;
-  HaUMEHOBaHHE Ja00OPaTOPHOI CIYKOBI;
- IPaBO COTPYAHMKA;
- KOMMEHTapHi.

- Cucrema no3BoJsieT 00beIMHATh 1a00paTOPHbIE UCCIEI0OBAHUS B MOJIb30BATEIBCKUE TPYIIIIHI
HCCIIEIOBAHUM.

- Cucrema oToOpaXkaeT CIHICOK MOJIb30BATEIBCKUX TPYI UCCIEA0BAHUN.
Crucox moib30BaTENbCKUX TPYII UCCIeI0BaHUM 0TOOpakaeT:
-  HaMMEHOBAaHHE MOJIb30BATENIbCKUX TPYIIN UCCIEIOBAaHUM;

-  HaUMEHOBaHHUE JJA0OPATOPHBIX CIIYKO /JIsl IOJIB30BATENbCKUX IPYIIN UCCIEI0BAaHUM;



MIPaBO COTPYIHUKA JUIS MOJIb30BATEIBCKUX TPYII HCCIEA0BAHUN;

KOMMEHTapUH K [10JIb30BATEIbCKUM IPYIIIIaM UCCIIEI0BaHUI.



3 TpeGoBaHus K NPOrpaMMHOMY H TeXHHYECKOMY 00ecrne4eHUuIo

3.1 TpeOoBaHNsI K IPOrPAMMHOMY 00ecIe4eHH IO

Bueapsemoe 1O 10mKkHO OBITH COBMECTHMO JUIS pabOTBI CO CIEAYIOUIMM IPOrPaAMMHBIM
obecrieueHuEM.

T a6 nunal—Muaumansaele TpeOOBaHUS K IPOTPAMMHOMY 00€CTICUEHUIO

IIporpammuoe
Tun
OnepanuonHas cucrema o0ecrneueHue
NMPOrpaMMHOI0
(MMHMMAJILHO I0IYCTUMAsl BePCHUsi) (MMHMMAJILHO 10Ny CTUMASA

o0ecrmeueHus
BepCcHUs)

CepBepbl 0a3 CentOS 7, PEJ1 OC 7.3 PostgreSQL 154 WJIn
AHHBIX Postgres Pro 15.8.1,

MongoDB 7.0.12,
pgBouncer 1.22.1

CepBepbl CentOS 7, PEJ1 OC 7.3 Nginx 1.26.2

NPUIOKECHU T Docker 24.0.9
Docker-compose 2.2.3
OpenJDK 8

CryptoPro JCP 2.0.40035
CryptoPro CSP 5.0.11455
ActiveMQ 5.15.13
RabbitMQ 3.9.15
Apache Kafka 2.7
Zabbix-agent 6.0.2
Vmagent 1.103.0
Fluentbit 1.9.7

1C 8.3.22

[TporpammHuoOe CentOS 7, Microsoft Windows 10, PEJl | Be06-0pay3epbt Mozilla
obecrneucHue OC 7.3, Ubuntu 18.04, Anst 8 CII, Astra Firefox, Google Chrome wiu
paGoueil  craHuuU Linux Common Edition "Open" 2.12, | Sugekc bpaysep He crapiie
(KJTHeHTA) Astra Linux Special Edition "Cmosenck" IIECTH MECSIICB CO BPEMCHH

BBIITyCKA pelIn3a
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IIporpamMmmuoe
Tun
OnepanuonHas cucrema olecrieyenune
NMPOrpaMMHOI0
(MMHHUMAJILHO J0NYCTHMAS BEPCUA) (MMHUMAJIBHO J0IYCTUMAS
odecrneyeHus
Bepcus)
1.6 (JiuueH3uun MPEIOCTABIIAIOTCS
3aKa3urKoM)
3.2 TpeOoBaHKs K TEXHHYECKOMY 00ece4YeHHI0

CIIO nomkHO oOTBEeYaTh TPEOOBAHMAM K TEXHHYECKOMY OOECIICUCHHIO, NPEABSBISEMBIM K

cymectBymomeii Cucreme, U I0JDKHO OTBEYATh XapaKTEPUCTUKAM, PUBEIEHHBIM B pa3aenax 3.2.1-3.2.4.

3.2.1

Texnnueckoe odecneyeHue cepBepoB

I[J'IH obecrieyeHus HOpMaHLHOfI OKCILTyaTauu CIIO 3aka3unkom JOJIDKHBI OBITH BBIIOJHEHEI

MUHUMAaJIbHBIC TPEOOBAHUS K TEXHHYECKOMY 00ECIICUCHHIO CEPBEPOB, yKa3aHHbIC B TaOIMIax 2 u 3.

T a6 n1una2— MuHnMmanbHbIe TPEOOBAHUS K TEXHUUECKOMY oOecrieueHuIo cepBepoB bJ]

Onepauuonnast

CuUCTEMA

CPU,

IIT.

IIpoussoam-
TEJLHOCTD

CPU

RAM,
I'b

HDD
SATA,
I'b

HDD
SAS,
I'b

HDD
SSD,
I'b

PoJun

T a6 nuna3— MuHumanbHbIe TPEOOBAaHHS K TEXHUIECKOMY 00ECIIEYCHUIO CEPBEPOB MPUITOKEHUH

OnepanuonHas

CHCTEMA

CPU,

IIpousBoam-
TEeJbHOCTh

CPU

RAM,
I'b

HDD
SATA,
I'b

HDD
SAS,
I'b

HDD
SSD,
I'b

PoJan

Opranuzanus cetu HO/I:

- JIBa BHEIIHMX BBIJEJIECHHBIX KaHaa CBSA3H C MPOIMYCKHOMN CIIOCOOHOCTHIO HE MeHee ueM 1o 250

Mob6wurt/c;

- BHYTPHU JIOKaJbHOW CETH MPOIYCKHAs CIHOCOOHOCTh KaHAJOB CBSI3M MEXIy CepBepamu

cocTapisieT MUHUMYM 10 I'6ut/c;
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- pa3MelleHue BHUPTyaJbHBIX MamMH CHCTEMBbl BBINOJIHEHO B BBIJEICHHOM CETMEHTE CETH
(vlan), otnenénnom ot uH(pacTpykrypsl ynpasienus IO u apyrux uHbOpMarMOHHBIX
CUCTEM, HaXOJSIINXCS BHE 30HBI OTBETCTBEHHOCTH VcrioyHuTeNS;

- s uaTerpanuu ¢ penepanbabiMu cepBrucamu EI'MIC3 B TecTOBOM OKPYKEHUM MTPEIOCTABIICH
oenbrit [IP-anpec B cetn HTEpHET;

- 175 B3aUMOJICHCTBUS C MHTETPALMOHHBIMU (JIOKAJbHBIMU U (heJiepaabHbIMU) CEpPBUCAMHU, a
TaKXkKe JUI MPOBEACHUS ITyCKOHATIAI0UHBIX paboT, obecreueH 1ocTym ¢ cepBepoB CUCTEMBI K
cety IHTEpHET HAa OCTOSSHHON OCHOBE;

- 1O/l HaxoauTcst 3a MEKCETEBBIM SKPAHOM C BO3MOKHOCTHIO MapLIpyTH3aluu Tpaduka.

Briienenue BHIYMCIUTENBHBIX PECYPCOB:

- pasmemenue cepBepoB b/l smpa CuCTeMBl BBIIOJHEHO Ha BBIICIICHHBIX (DU3HUECKUX
cepBepax. Jlomyckaercs pazmenienue cepBepoB b/l B cpene BUpTyalM3aluu IpU yCIOBHHU
OTCYTCTBHSI TMEPENOJNUCKUA BBIICNSEMBIX BBIUUCIUTEIBHBIX PECYpPCOB U  BBINOJIHEHUU
TpeOOoBaHUM K IPOU3BOAUTEIHLHOCTHU IIpoIieccopoB it cepBepoB B/l (ykazaHsl HUXeE);

- KOJMYECTBO (PM3MUECKUX CEPBEPOB BUPTYAIH3AINH — HE MEHEE TPEX;

- IIpH CO3JaHUHN BHpTyaJILHOfI MalllrHbI BBIACIICHBI IUCKOBBIC PECYPCHI B BUAC ABYX pa3aC/IbHBIX
(U3HYECKUX YCTPOUCTB C IENIbI0 00CCIICUSHUS Pa3/IeIbHOTO0 XPAHCHUS CUCTEMHBIX JTAHHBIX
OTIepAITMOHHBIX CUCTEM U OM3HeC-IaHHbIX CHCTEMBI,

- Opu pa3MEIIEHUU CEepBEpPOB TMPWIOKEHUNH B Cpelde BUPTyalu3anud KodpUIIUEHT
nepenoanucku no CPU He npesbimaer aByX. Ilepenonmnucka Ha pecypcbl RAM He

JIOITYCKaeTCsl.

[Ipon3BOAUTENBHOCTD MPOLIECCOPOB:

- TpebOBaHUSA K MPOU3BOIUTEILHOCTH MPOIECCOPOB YKa3aHbl B COOTBETCTBUU C Pe3yIbTaTaMH
tectupoBanus Integer Rate Result, mpoBenenHoro nekommMepueckoit opranuzanueii SPEC
(Standard Performance Evaluation Corporation), onmy0IMKOBaHHBIMH B ceTu MHTEpHET;

- MIPU KCIOJIB30BAHUM MOJIENIEN TMPOIECCOpPOB, BbIMylIeHHBIX mocie 2019 rona, 3akazuuk
PYKOBOJICTBYETCS pe3ynbTaTamu, OIyOJINKOBAaHHBIMU Ha CTpaHUIIe

https://www.spec.org/cpu2017/results/rint2017.html;

- NP UCIOJIB30BaHUU MOJENEH MpOoLeccopoB, BbIMyHIeHHbIX 10 2019 roma, 3akazumk
PYKOBOJICTBYETCS pe3yJbTaTamu, OMNyO0JITMKOBAHHBIMH Ha CTpaHUIIE

https://www.spec.org/cpu2006/results/rint2006.html. Tlpu »TOM, ykazaHHBII B TabIMIe

PE3YIbTATOB IOKA3AaTCJIb HYKHO pa3ACIIMTh Ha 10.


https://www.spec.org/cpu2017/results/rint2017.html
https://www.spec.org/cpu2006/results/rint2006.html
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Paznuynble BUABI CEpBEPOB:

- s cepepoB bJ] mokazatens B nose "Ouenka CPU no SpecOrg, He meHee" caii3uHra yka3zaH
B ycnoBHbIX enuHunax (UE), oroOpaxkaembix B kosoHke Results/Base omyOmukoBaHHBIX
PE3yJIbTaTOB TECTUPOBAHNUS;

- IS CepBEpPOB PE3EPBHOrO KOMHUPOBAHMS MPOU3BOJIUTEIBHOCTH MPOIIECCOPAa COCTABIIAET HE
Menee 2 UE na oo siapo (20 UE nnst moaenelt mporeccopoB, BeImymieHHbIX 10 2019 rona);

- JUIs CEpPBEPOB BUPTYATU3ALMHU IPOU3BOAUTEIILHOCTD Mpolieccopa coctapisieT He meHee 4 UE

Ha oj1HO s7po (40UE st monieneit mpolieccopoB, BoiylieHHbIX 10 2019 roga).

JuckoBas noacucremMa:

- gmna cepepoB B/l wmcmome3ytorcs  Enterprise  SSD HakomuTenun ¢ peHTHHTOM
n3HocoycronunBoctr 3 DWPD wnnmu 6onee. MunnmansHas npousBoautensHocts Ha 1 Th B
omanom maccuBe RAID10 cocraBnser He menee 10000 IOPS mpu 8 kb Random Write.
KonnuectBo maccuBoB RAID Ha ogHoM (usnueckom cepBepe b/l He meHee Tpex;

- s XpaHEHHWsS pPE3epBHBIX KOIMUN HUCHONB3YIOTCA TUCKU Oombiioro odovema — SATA co
CKOpPOCTBIO BpallieHus mnuHaens He menee 7200 060poToB B MUHYTY. JlcKU 0ObEAMHEHBI B
RAIDI10 u o6ecnieunBarOT BHICOKYIO OTKa30yCTOMYMBOCTD U Ha/I€KHOCTb XPaHEHUS JAHHBIX;

- BCe pa3MeYeHHbIE 00JIaCTH AUCKOBBIX MOACUCTEM coOpaHbl B iornyeckue LVM-toma;

- XpaHEHHE pe3epBHBIX KOMHUH OCYLIECTBISAETCA Ha OTENbHBIX OT OM3HEC-TaHHBIX (PU3NYECKUX
HOCHUTEJSIX, UCTIONB3YETCS OTJIEIbHBIN CEpBEp XPAHEHUS TAHHBIX;

- 1A BCEX OCTaJbHBIX CEPBEPOB UCHOIB3yIOTCa HDD HakomuTenu co CKOpOCTHIO BpalleHUs
mmuaaenss "He meHee 10000 wnm 15000 oboporoB B MuHyTy wWim SSD ¢ peilitunHroMm
nzHocoycroiunBoctd | DWPD unu 6onee. MunumaneHas npousBoautenbHocth Ha 1 Th
coctaisieT 2000 IOPS npu 8 kb Random Write;

- BCe pa3MeYeHHble OO0JAacTH JUCKOBBIX IOJACUCTEM coOpaHbl B sorudeckue LVM-toma,
MOHTHPYEMBIE IUCKH JI0JKHBI COOTBETCTBOBATH TPEOOBAHUSM pPa3MEpPOB JAUCKOB, YKAa3aHHBIX
B Call3MHTax JJIsl KaXI0ro cepBepa;

- KOpHEBOM pazJien Ha cepBepax ¢ oneparnuonHoil cucremoit *NIX umeer pasmep 40 I'b;

- SWAP Ha cepBepax ¢ oneparrioHHo# cuctemoit *NIX oTkIr04eH.

OO6mue TpeboBaHUS:
- BBINOJIHEHBI MeponpusaTus no 3amute nHpopmanuu B L{O/] B cooTBeTcTBUM € TpeOOBaHUSIMHU

3aKOHOJaTeNhCcTBa PD;



3.2.2
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JJI1 TEXHUYECKUX CIICHHUAJINCTOB obecreyeHa BO3MOKHOCTh KPYTJIOCYTOYHOT'O IMMOAKIIIOYCHHUA

K cepBepam;

OpPraHU30BaH MOHUTOPHUHT (PU3HUECKOTO 000pyI0BaHus U cpeanl BupTyamm3auu [{O/];

O/ ymosnerBopsieT cranmapty kmaccudukanuu [[OJ] ot Uptime Institute Ha ypoBHE He

amxe TIER 3.

B TabauLe 4.

TpeOoBaHMsl K TEXHHYECKOMY 00eCTedYeHUI0 KJIMEHTCKUX Pad04ux MecT

XapaKkTepUCTUKN TEXHUYECKOTO ¥ MPOTrpaMMHOTr0 obecriedeHus: paboueil CTaHIMU MPEeCTaBICHbI

T a6 a1wu a4 — MuaumanbHble TPeOOBaHUS K TEXHHUECKOMY 00€CIIeUeHUIO paboydel CTaHIIUH

Bapuant Bb1OOpa

N XapakTepucTUKa UCII0JIb3YeMOro
n/n
o0opynoBanust
1 [Ipoueccop: MuHuMabHbIN
Mozenb He crapiie 2018 roxa;
npou3BoauTeNbHOCTE: He Hmwke Intel Core 13-83xX
(cemeiictBo Coffee Lake, BochMoe mokoieHue);
KOJIMYECTBO sZiep: HE MeHee JBYX (U3NYECKHUX s1ep C
Hyper-Threading (cymmapHO 4eTbipe BUPTYyaIbHbBIX IIOTOKA)
2 OrnepaTUBHOE 3alIOMUHAIOIIEE YCTPOHUCTBO
2.1 OneparuBHas namsaTe He MeHee 8 ['b MuHUMaNbHBIN
3 HDD-nakonutens (ecnu pabouast CTaHIMSA HE HCIOJIb3YeTCs MuHuManbHbIN
JUTSL IO CaHUs, TeJIEMEIUIINHBI, HE YCTAaHOBJICH aHTHBHPYC)
4 SSD-nakonuTens OnuuoHaNbHBINA
5 CereBoil unTepdeiic co ckopoctbio He HKe 100 Mout/c MuHuManbHBIN
6 Manunynsarop tuna "Msims" MuyHUMaNTBHBIN
7 Knasuarypa MuHUManbHbIN
8 Mounutop
8.1 MOHUTOP  LBETHOrO  M300paKeHHs C  TMOAJCPKKOU MuHUMaTBHBIN
BUJeopexxuma ¢ rinyomHoi usera He Hke HiColor (65536
IIBETOB)
8.2 Paspemenne — He Mmenee 1920 x 1080 nukceneit MuHUMaTbHBIT
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Bapuant Bb100pa

Ne
XapakTrepucTuka HCII0JIb3yeMOr 0o
n/n
000pya0BaHUsA
8.3 Jnaronans — 24" OnuuoHaIbHBIN
9 [TpunTep na3epHbIi UM CTPYHHBIHN ¢ popmaTrom neyatu A4 OnnuoHanbHBIN
10 CuuthiBaTe b KIIOYA DJIEKTPOHHOM mOANMMCH — A OnuuoHaIbHBIN

obOecrieyeHus pa6OTBI C 3J'IeKTp0HH0171 IIOAIMUCBIO

10.1 YcuneHHas KBaTMQUIIMPOBAHHAS JJICKTPOHHAs MOJIHUCH OnuuoHaIbHBIN
(BbIIAaHHAS aKKPEIUTOBAHHBIM Y JOCTOBEPSIOIIUM LIEHTPOM),

chopmupoBanHnas o anroputmy I'OCT P 34.10-2012

10.2 CBoOomuenii USB-mopT aiisi WCIOJIB30BaHUS TOKEHA — IS OnuoHAILHEIN

obecrieyeHus pa6OTBI C BHeKTpOHHOﬁ OAIINCBIO

11 Bbpaysep — TpeboBanus ykazansl B 11. 3.2.1

12 OmnepannoHHas cucreMa — TpeOoBaHMs yKa3aHbl B 11. 3.2.1

1| PUMEYaAaHHUCEC— BLI60p HCIIOJIb30BAHWS MHUHHUMAJIBHOI'O WJIM OINIMOHAJIBHOI'O0 BapHWaHTa
O60py,Z[OBaHI/ISI OIIPCACIIACTCA 3aKa3ynuKkoM HUCXOAd U3 HCIIOJIB3YCMBIX II0JIB30BATCIIEM IIOACHCTECM U

Moayiei CHCTEMBI.

3.2.3 TpeboBanuss k BHyTpeHHeii UT-undpacTpykType MeIUIMHCKHUX OpPraHM3alMil

1J151 o0ecrieyeHUs1 HOpMaJIbHOI padoTrocnocooHocTu CIIO

Brei6op ckopocTu BHemHero kaHana cBsi3u ans noakmoueHus k CIIO ocymectBisieTcss B
COOTBETCTBHUH CO CIEAYIOIIUMUA MUHUMAIBHBIMU TPEOOBAHUSIMU:

- 50 Mout/c npu padote 60mnee yem ¢ 200 pabouyuMu CTaHIIUSIMH;

- 30 Mowurt/c npu padote 60mee yem co 100 pabounmu CTaHIUAMH;

- 20 Mowut/c npu padote He Oonee uem co 100 pabounMu CTaHIUSMU;

- 10 Mowut/c npu pabote He 60ree yem ¢ 50 pabourMu CTaHITUSIMU;

- 5 Mb6wut/c npu pabote He Oosiee uem ¢ 20 pabOUNMHU CTAHIIUSIMH;

- 3 Mb6wut/c npu padore He OoJiee 4eM C MATHI0 PadOUYNMHU CTAHIIHSIMU;

- 1 Mb6wut/c npu pabore ¢ ogHON paboueii CTaHIIHEH.

[Tpu xonmruecTBe pabounx cranmuii B MO Gosee S0 moaKIIF09aeTCst JOTOTHUTETHHBINA BbIICICHHBIN
WHTEPHET-KaHal.

st o6ecnieuenust HopMmansHOU goctynHocT CI1O nmpexycMoTpeH BTOpOil pe3epBHBIIN KaHAaT CBA3H

aHAJIOTUYHOW MPOMYCKHOM CIOCOOHOCTH.
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[Ipn wWCcTHONB30BaHUM TEJIEMEAUITMHBI MPEAYCMOTPEH OMOJHUTEILHO He MeHee 1 MoOwuTt/c K
IIMPUHE KaHaja Ha KaXJA0ro JIOMOJHUTEILHOIO MOJIb30BaTENS.
Bpemsi oTBeTa B pe3yibraTe BBHIMOTHEHHS KOMAaHIBI ping C KOMIBIOTEpA W3 JIOKAIBHOM

BeruMcATeNbHOM ceti MO 1o cepBepoB Cuctemsl He Oosee 45 mc, 6€3 ToTephb MaKeToB.

3.24 TpeGoBanuss K TexXHHMYECKOMY oO0eclmeYeHHMI0 I PadoOThl € 3JIEKTPOHHOI

noanuckio B Cucreme

OO0mme XapakTepUCTUKUM TEXHUYECKOTO M mporpamMmHoro obecneuenus IIK, Ha KoTtopom
ucnonb3yercs D11, coorBeTcTBYIOT TabmwmIe 4.

Hcnonp3yercst  ycuieHHas  KBAIM(UIMPOBAHHAsh  JJCKTPOHHAsT  IMOANUCH  (BBIJAHHAs
akkpenutoBanHbIM Y1), chopmupoBannas mo anropurmy I'OCT P 34.10-2012.

ObecrieueHa paboTa co cienyromuMu Hocutensmu DI 1:

- cmapt-kaptel u USB-tokens! JaCarta 'OCT, JaCarta 2, eToken PRO (Java) u eToken ['OCT,

Pyroken OIIII 2.0;
- anekrponnbie kimoun JaCarta TOCT/Flash, JaCarta PKI/ITOCT, JaCarta PKI/TTOCT/Flash.



